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SECTION 17 COMPONENT AUTHENTICATION
PROTOCOL

17 % a R —RUNREES mhaL

The SAS Component Authentication Protocol allows
the host to remotely verify that all executable
programs and other fixed data stored within a gaming
machine exactly matches the data that has been
approved for operation in the local jurisdiction.

SAS VR —RURREET B R UL, IRARRYE—
MG, 7 — 2N O T X TOEITR[RET BT A
BLORGFEADOBEE T —F 30—V DITE Y
KB T A TS LR —ThHhHIEE
BRETDEE b NnD,

Microprocessor-based peripheral devices connected
to a gaming machine, such as bill validators and
printers, may also be verified.

R T —HIp B — NI JE D S E TR
SN TWbvAraratyhEX—RELTHESRD
MiEEd 5,

The host may interrogate which software, firmware or
peripheral components exist on a gaming machine,
and request that the gaming machine perform
authentication on a specific component.

RANIT — 2ENICGFEIET DY 7 b =T 77—
=T FITEO R R — R MRS L YT
— MBI Ea R — R NDORBFEERY 7 AR
5,

The host may select from any of the authentication
methods supported by the component, and provide a
seed and offset as appropriate.

RANTIXF G R — 2 hOYR— T HEEEH 15
INOALEISRIRLC, O —RWIHE) &4 7 2 Y ME)
G T (L ER),

A "component" is defined in this protocol to be some
unit of logical organization of data.

ZOFabmLTIET —Z ORI/ D ER 4y =
=y b R — R M EEFRL TS,

The data may be stored in one or more physical
EPROMs, flash memory devices, disk files, etc.

F—=HTOLDLL FOWEE EPROM, 779 2 AE
VEEE | T AR T 7 AN 72 E~&T 5,

This includes fixed data such as executable code,
paytables, graphics, sound data, etc.

RIFT — R AT — | _AF—T L, 7
TIAY A S RT =7 E ORET — 415 %
ns,

It is up to a gaming machine to organize program
memory and data into logical groups.

Tl T LA DR B LT —H O L —
TR P — DD TOZ L,

A component may also be a peripheral device
separate from the actual gaming machine, that the
gaming machine is able to communicate with, such as
a bill validator or a printer.

SR —FR U NMIE NN T —=H LT YA Y —
LR L BE AT RE THEERD 7 — L 13N L7 JE
TEETHE,

The gaming machine may or may not be able to
actually address the data memory within the
peripheral.

7 — DT RIS BN DT —H AT ~FERRICT
RLUATEALDETERWEDNH D,

The gaming machine should, at a minimum, be able
to determine the type of peripheral, manufacturer and
version of firmware within the peripheral, and must
be able to instruct the peripheral to perform
authentication of its program memory.

7 — DEIT R NR, DI E D AT A— T —LT
T AT =T DN—a AR CX | JE R E
KDOT 0T AAEY DFGEEFITTEHIL,

Each component must be uniquely identified by an
ASCII text string of up to 127 characters.

o R—R U MNIEE 127 XFETO ASCIH 7%
AN TR T BT TEH2 L,

ASCII text should include only printable characters in

kB A D ASCIL 7% AN X205 x'7E'£ CTO#iH
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the range 20 hex through 7E hex.

DEIFRIREZR U2 CHERL B2 L,

While not required by the protocol, the name of an
approved component name should logically
correspond to an identifier provided to the jurisdiction
as part of the approval process.

A7)V TCIHMEERE THLD, KRFE A
A= MaIE, Y%7 — 2O KRBT 2D —
BRELUTITECY R~ R Uik il 4 Lam PR pg o %t
L TWDZE,

The name of a peripheral should uniquely identify the
peripheral, including type, manufacturer and version.

Peripheral manufacturers are encouraged to assign
unique identifiers, so peripherals may be identified
consistently across different manufacturers' gaming
machine platforms.

J&31 OD%HUiéE Ll s A7 G A—T
—. /\~ya/?§: — BT A LD THDHD
ko

JEJ‘ EDBRLEA— T — 1T — B OH4 2R ET
HZEIZEY, YinsEE N ﬂﬁ@ﬁiﬁé% B — DU

@“Za/f LT TN T+ — BAFELEL TN Th, il
FIZXFTELINTTHIL,

A gaming machine is also encouraged to assign a
unique ASCII name to each unique possible set of
component data within the gaming machine.

=T E NETAaV R—R T — 2Dk
Y MZATREZR &V —E D ASCI 4 &R ET DL,

Peripherals should probably not be considered in
determining the component set name.

JENEEE T R — 2 My M R IR AL XICE
riﬂ“f\%ffif;b\o

A gaming machine that supports the Component
Authentication Protocol will set Features2 bit 4 to one
in its long poll AO response.

:l./j_ Z/]\ﬂ’h\uﬁj D}xj/kﬂ&—}j—j— ]\—é—éb‘ A
13 <A0>/res/Features:bitd=1 v hd B,

17.1 Send Authentication Info

17.1 & wuu I‘ﬁi&@ aé{m

Using the type S long poll 6E, Send Authentication
Info, the host can monitor and control the Component
Authentication Protocol.

RANMI<6E>/S FRAEIFMOERE)&fioT, 2R
e VA A= IN= IVt v 4 =4 N= Ry P
Do
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17.1 a Send Authentication Info =<K

Address 1 binary 01-7F EGM O7 RL- A
Command | 1 binary 6E Send authentication info =<K
Length 1 binary 0I-AF &g o/ AN CRCEEZET
Action 1 binary 00-03 Requested authentication action:
00 = Interrogate number of installed components
01 = Read status of component (address required)
02 = Authenticate component (address required)
03 = Interrogate authentication status
VI 2 ANSIIGERET 7 ar:
00=A > AR—/LiF B R —R U MIE AT 5
01= R —R "D AT —H At A 3(T R A
02=a R —R iR qu—é(?F I/XE:)
03=F8FEAT — X A% BT 5
If action requires address specification, the following addressing data is included
TRUVAREDLERT 7 ab DEET, ROTRLAT —2E2EDD
Addressing | 1 binary 00-01 00 = addressing by component index number
mode 01 = addressing by component name
00=a R —=R L NDAL T I AFESIRETT RV AT 5;
01=" R =R M ERELTT L A4%
Index/name | 1 binary 01-7F Length of address data following
length % T DT FLAT —FDRS
Component | x bytes 7?7 Binary component index if addressing mode = 00,
index/name ASCII component name if addressing mode = 01
TRLY 7 E—R=00 Of, R R—R MU T w7
Z; TRL Y7 —R=01 OFF, ASCII 2 7R — M
If action = authenticate, the following authentication data is included
action=authenticate (F33F) DEX X, IROFRFET — X &5
Method 4 binary nnnnnnnn Authentication method requested (see Table 17.1¢)
V7 AN HiBREE—R(F 17.1c 2H)
Seed length | 1 binary 00-14 Length of seed; > —FRDEX
Seed x bytes 27? Authentication seed value; FFEDY — Rl
Offset 1 binary 00-10 Length of offset; 47ty
length
Offset x bytes 277 Authentication offset value; F2FEDA7 & Ml
CRC always included; CRC [ZHIZE 5
CRC 2 binary 0000-FFFF | 16-E'»h CRC

The variable length command is detailed in Table

17.1a.

FERav ROFEMIIE 17.1a 25RO L,

HEPYBCH B
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17.1b Send Authentication Info I~ KDL AR A

Address 1 binary 01-7F INEZ KT EGM OT R A

Command 1 binary 6E Send authentication info =~

Length 1 binary 03-B1 #fi oA MG CRC 2 EET

Component 2 binary 0000-FFFF CRC (see Section 5) across all ASCII component

list CRC Names
F_TD ASCIL 2 R —R MR L2 CRC(5 3
ZH)

Status 1 binary nn Status of component list, component, or error code if
error (see Table 17.1d)
AVR— RN ANAL R =R IDAT —H A EiT
TI—KHITT —a—R(E 17.1d )

If status is for a component, the following data is included
AT —HANAL R =R bDLDThHEE ROT —2 55 5;

Name length 1 binary | 00-7F Length of name data following
Bt T DAHTT —FDORES
Name x ASCIT | ?77? ASCII list name or component name
ASCILIZE DY AN Fo T a R — R M
Size length 1 binary | 00-10 Length of size data following (if component is not
byte-addressable, size length will be zero)
"t T oI AXT —ZDRI(AVR =R IPRAALT R
Ly 7 ThRneEE A XRITErERD)
Size X binary | 7?7 Number of components if action = 00, or size of
Component
action=00 DEXTLRN—RUME FolidarR—Roh
DY AX
Available 4 binary | nnnnnnnn Authentication methods supported by component (see
methods Table 17.1c¢)
IR =R DY R — N DHERGE S 1E(ER 17.1¢)
If status = authentication in progress or completed successfully,
the following authentication data is included
status=aall P EINTEF I T DL ROBIET — 252505
Method 4 binary | nnnnnnnn Authentication method in use (see Table 17.1c¢)
it Fl T OREGIET 15(3R 17.1c ZR)
Authentication | 1 binary | 00-14 00 if authentication in progress
length FOREIE T D EE 00
Authentication | x bytes 2?? Authentication data if completed successfully
data IEFICHE T LI EXITRGET —#
CRC always included; CRC [ IZE D5
CRC 2 binary | 0000-FFFF | 16-E'>F CRC
N ECE R
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17.1c Authentication methods; FEFEJ7 1%
a—R(CH#%) | Method (bit set if method Seed size (max bytes) Result size
supported/active) —ROPAX (max bytes)
TEIR=NTITAT2 | (kA M) fEROY AR
FHEDEEe vt (F KA M)
00000000 L 7L 7L
00000001 CRC16(5 =D J71E%+%H) | 2 binary 2 binary
00000002 CRC32 4 binary 4 binary
00000004 MD5 16 bytes 16 bytes
00000008 Kobetron | 4 ASCII 4 ASCII
00000010 Kobetron 11 4 ASCII 8 ASCII
00000020 SHA1 20 bytes 20 bytes
Note: If an authentication method does not explicitly | {£: FRIFE—RFDOABI T LTI X LN —RE R

include a seed in its published algorithm, any seed
provided by the host is included in the authentication
process before the actual component data.

BN E FRNEE  RANOMIE T D — R T
T, EBEOaR—R T —HDORNZEEFET 1 A
~NEDD,

Seed and result size specified in "bytes" indicates the
result is an array of bytes, similar to ASCII, with the
byte at array index O transmitted first, array index 1
transmitted second, etc.

"NARNBEALTHRET DAY —FBIOHEROVAX
WL BHERE RN ASCHL E[RIERD A RDOESITHD
ZEHERLTERY, BRI T VIR 0 12D/ SARH
AN BHNA T oI A 1 AZHAHIAIDIRIZ, &
NENEFESND,

Unlike "printable" ASCII, each byte may be in the
value of 00-FF.

"EIRIATEE"2 ASCIL E—R &1L | &3 A RO
1% 00-FF 725,

17.1d Authentication Status/Error Codes
BEAFAT —H A /T —a—]R

00 Status request successful

AT —H A% EHIZU 7 T ARLTZ

01 Installed component response

AV A= VE BT TR — R RO AR A

40
HIERRREP Rk )

Authentication currently in progress (not complete)

41

i) HJtE‘fkT(IEI% T—REE U)

Authentlcatlon complete (successful, data included)

Status codes 80 through BF indicate component error status
AT —HZ Za—K 80-BF |[LaL 7R—x

VLT —RAT =R AR

80 Component does not exist

AR R NIMEEL RN

81
IR =R T 4T R EE

Component disabled or otherwise unavailable

B> FIIFEH TSV IKRE

82 Invalid command

=SSP 35)
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X?‘_‘&X:l‘_‘i\‘ CO-FE ii\ Aty p

Status codes CO through FE indicate authentication operation failed

CcO

puh H

Authentication failed (reason unknown/unspeciﬁed)

I B LB AR B E ST

Cl

R

Authentication aborted (component list changed)

HEK T LI(ar R — RN ARBE I NTD)

C2
a R —RMT

Component does not support authentication
oRE a2 AR — LT

C3

Requested authentication method not supported

V7 2 ARUTZFRRE FIEIT R — RE TV

C4

Invalid data for requested authentication method

VI ARSI RBRE T IED T — 2 DM R

C5
BAE, v R—3r N

Component cannot be authenticated at this time
FORE TEZRN

AT —HAa—NK FF X

Status code FF indicates no authentication data
i HET _‘&b)fcﬁl{ \N\a

NN

FF No authentication data available

BRALT — 475720

The send authentication info long poll 6E allows the
host to explore the set of installed components and
authenticate individual components.

<6E> (FRIAEBMA LN, RAN(S —2H812) 1
/Xi‘**ll/{ﬁﬁ@:li/ﬂ‘c AUNEREL, AR —
A NARBINCERRET HE XD,

The desired operation is selected by the action flag.

(7 — 2 L O R AT DRI T 7 ary 757

DFREITEVRIRT D,

Some actions require a component address.

TrarO—EiIar R —x T R ADOFRED
DA RN

The host may address a component by index number
or ASCII name.

RANIA L T w7 AF 5 F7-1X ASCI 4 TaLR—
FUMITRL 275,

Index number 0 is not valid.

ATV I A S 0 1T HELR),

Index 1 is the first installed component, etc.

AT I A NNCAL A=A LTz R— 3
he7p %, PLTIRIER,

No two components may have the exact same name.

UK —RUNAIT—BA THY, RICARIDNEE
ERA N B VA AR

Note that names are case sensitive.

AR —=RPBITEFTHREL, F— Ak v T 0
7 (T D RN KR THD,

The component name "GAMEO0001" is not the same
as "game0001".

IR —R b4 D "GAMEO001" & "game0001" | [F]
— & TIER,

If the index number is out of range, or the named
component does not exist, the response will include
error status code 80, component does not exist.

AT I AF B DN (FTED)&H I D £ B CTHRIE
Lo iR — R M EIELR WS . L AR AT
FTT—AT —FAa—R R0 R =R MMFAEL
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TR,

All remaining data fields are omitted in this case.

AT —HAa—R 80 DLx FKRODT —HT 1—)LK
T _RTEKESND,

Whenever the list of installed components is altered
on a gaming machine, including but not limited to
adding, removing, updating or rearranging
components, the gaming machine will issue exception
8E, component list changed, to inform the host of the
configuration change.

= DEIZA A= E H DAL R — R R AR
HIBR, B, FALE RS ICEVE RSN EE, Uik
F—IT T v ar (VAR — R R ARA
BHEINIZ)EFITU T, RAMIHERRZE H A 85
Do

If authentication is currently being performed, and the

SREFALEL A fﬁj_. TTEFI/C By iﬁ@j(‘j‘%z:[ VR — *

component being authenticated has not been changed, |  NIZEH X3 CUNVRWEERA L MY 3R EE LR | 3551 T
authentication should continue if possible. AL,
If an installed peripheral is currently not | 1 Ah—/ L JE5 0 EEENFBAE, BIE P TRWE

communicating, this must not, by itself, be considered

S EOREBEHEOERTHEIAITED, AR

a change to the installed component list. — LB R — R R ANMIE TSN TR E
Ripd L,

If authentication is being performed on the peripheral | J@/{3 75“93 Wranfzbx, B0 E OFRGEA FITH T

at the time communication is lost, this would likely | #>7-34 Y4303 j;r:7»—g7g§5&3£; 265,

cause the authentication to fail.

However, the peripheral will still be reported as
installed, with a status of "unavailable."

ERELABALKEREL, A7 -4 2
"unavailable" CA L AR—/LiFHEL R —REh D,

This is different from a peripheral that is intentionally
removed, for example through operator configuration.

ZOWRPULTZEZ XY )AL —H O R E
LI IE XM EEEE RIS A ST
B,

A component list CRC must be included in all status
responses, and can also be used by the host to
determine if the list of installed components changes
in any way.

A R—FNARD CRC 1E, T_XTDAT—HA
VARV AL G DI TUIRH T, AV A=/
Ha Rm— RN ANBA LN O H TEFEINT
DERARNHIE T HEXITHHEHTED,

The component list CRC is calculated by
concatenating the ASCII text of all component names,
in index order, and performing a 16-bit CRC (see
Section 5) across the resulting string.

I R—RRIARD CRC % RODHITIE, TXTD
IR —R D ASCH 4 %A2 T w7 ANEIZE#EE
L., Boi= s o4 KIzx LT 16 Bk CRC &
F(S B)RFITT D,

The CRC must be recalculated whenever the
component list changes (whenever exception 8E is
issued).

Z® CRC Ty R—% NAMEEISNHT- NS
(=7t7ar 8E MHITSNAT-WNO)HERE TS
;ko

Interrogate Number of Installed Components

(17.1.1) 00: A > A= L R— R hD RS

The host may interrogate the number of installed
components by setting the action flag to 00.

<6E>/Action:00 1, AV AM—/LFEHAILR—Fk

¥l ad D,

The gaming machine response will include the
component list CRC, an optional ASCII string
identifying the specific collection of installed
components, and the number of installed

<6E>/res (3> 7R —R R ARD CRC, A AR—/L
HHAV R =R NORFED T IV —T % BT 5
ASCII LFHNUER), BLOA ANV TR
— XM IRT,
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components.

The status will be 01 and the available methods field
will be zero.

AT —HZAJ 01 &L, available methods 74— /LK%
Trid s,

Interrogate Status

(17.12) 01: AT —F A&

The host may interrogate the current status of any
installed component by setting the action flag to 01,
read status of component.

<6E>/Action:01 (TR —RMAT —H A% i H
L) I AEBEOA L AN— Vi AL R— R hOBL
EAT —HAE AT D,

The host must specify which component the status is
being requested for.

RANIAT —HZ2AZN 7 T AN DR a L R— %
NefRET DL,

The host may address the component by either an
index number from 1 to the number of installed
components, or by the component's ASCII name.

ARAMT 1 B EVA L AN— LRI R—F b
B CHODA L T I AT Z, T lLa R —
2 hD ASCI 4% > Tay R—% L MITRL A
35,

The gaming machine response will include the
component list CRC, the status of the current
component (from Table 17.1d), a unique ASCII string
identifying the component, the size of the component
(in bytes) if known, and a bit mask identifying which
authentication methods the component supports.

= LREDIR TV AR AL, 2R — R R AR
® CRC., HL > hayvi— Z/]\ODXT HA(F
17.1d), 2R —R M —EIZ#R 3% ASCIL 3L
Hl, 2 AR —R RO A XCH IR, SARNEAL), =2
/T Z\/}‘@ﬁ-j— }‘LVCl/ énth\uﬁﬁff%u%ﬁu—é—é
vy hv AT G

Components that do not support offset specification
must report a size of zero.

F 7'y MEEE AR —RL 2 ar R —x b
AR EPrlLR— 5L,

(A

If the status request is for a component that is
currently performing authentication, the response will
indicate the current authentication status.

AT —HAZ) ) ARSI R RO IR — R MR
1F, AR D L& | L AR A TILERAEDFRFEA
F— R 2EIKT,

See Section 17.1.3 for details.

FEHN 1713 2B ROz,

For all other valid status requests, the status will
indicate the current status of the component.

ZOMFT X TOHNRAT —F A7 T AMI LT
IE, I R— R NDOBIEAT —F A%,

If the status request is for a component that does not
exist, the status response will be 80, component does
not exist, and the remaining data fields will be
omitted.

AT =A%V TANS IR A R — R DME
TELRNEE AT —H AL AR AL 80(TL A — 3
YIPFAELIRVEL RV DT 4 — L RITE RS
%o

Authenticate Component

(17.1.3) 02: =R —FR U FDOFRFE

The host may request authentication of any installed
component by setting the action flag to 02,
authenticate component.

<6E>/Action:02 (FEFETL R —FR ML, A AR—
SV BN — R NOGRGER Y 7 AN T 5,

The host must provide a component index or name,
the desired authentication method, and the relevant
seed and offset data.

RANEZL RN T 7 AET T ar R —%
VM AR ORGEES T ARy — R Ty
N ZERETAIL,

Table 17.1c details the maximum seed size for each | 3% 17.1¢c IFERIEHFIER DY — RO RV A RXERL
authentication method. TUW5,
FENECE HE B
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The offset cannot be greater than the component size.

F 7y MEIZa R —R M A X BB TR D
AR

If the addressed component does not exist or does not
support the requested authentication method, or if the
seed or offset are out of range, the gaming machine
will respond with an appropriate error message from
Table 17.1d and authentication will not be performed.

RESNary R—R MR FEELRNE X HDHN
13V ARSI RBRE FiEZ AR —RL TnvZping
X, FEREY—FRHAWEIA T By AR OED
LE T —IEITE 17.01d IT-BELTHERZT— Ay
*lz~“/75\%ﬁ¥lf£%0)%ﬂ L. mupﬁﬁﬂ-‘f@ TTL/ch:
AN

Otherwise, the gaming machine will respond with
status 40, authentication in progress.

ZILISDLIERE, 7 — DRI AT —Z A 40(GERE
JLER AR,

Depending on the authentication method used and the

FRELRIAFFIELa L R— 2 OH AL,

size of the component, authentication may take some | ZEFHEHLER|ZBERT 230 AZ L3 55,

time to complete.

Ideally, the gaming machine should perform | BRARAGIZIZ7 — DHEHS BT RE 72 RV TH B |2 ZRFE AL E]
authentication as quickly as possible. g,fggﬁj—é; L.

However, if the gaming machine is playable at the | 7272 LF8RELEED & H TH Y — LN 7L A RIEZR
time authentication is being performed, the | LX |3 YELERSFALEEN S — AD T AT HEE K

authentication should be performed in a manner that
does not negatively impact game play. (--- 17-7)

&N FEITTBIL,

Therefore, it is reasonable to expect authentication to
complete quicker if the gaming machine is disabled
before authentication is performed.

L7283 CRRBREALER 2 AT DR — 2% 7 4
t%7/vﬁ(ﬁ§@:‘§‘ﬂ6 N muuﬁﬁ)i@$<‘f‘&‘7¢9‘45&
Bz LD,

The host may interrogate status for the component
performing authentication at any time, either by
setting the action flag to 01 and specifically
addressing the component being authenticated, or
setting the action flag to 03, interrogate authentication
status.

RANIT 7 ar 772702 01 2y bhL, #RaFx$a
VIR R NEFRIET DM, HDOWIT I ar 7T s
03(RRREAT —ZAE B2ty h5Z 8120, R
SFLEE D3 L TR— R M HOUWNTCRERE, AT —2 &
ERETED,

If the host requests authentication status using action
03 and there is no authentication status to report, the
status flag will be set to FF and the remaining fields
omitted.

RANNT 73 a 03 R E L CRRREAT —F A% 7
TARLTER, LR — R T REFEFEAT — X AN FAE
L7pnWe& | (F—2I AT —H AT T 7|2 FF %t
U, DD 7 4 — VR EBIE LTV AR A% iR
7,

Otherwise the status flag will indicate the
authentication status and the remaining fields will
identify the component, and its authentication data if
any.

FNLIAN DS AT —H R T T X ERGEAT —
A A% R, FRDHT 4— LRI RO R—R R e E
muuL—ETb‘g(ﬁfﬁﬁ)i&} il 2,

Until the authentication is complete, the status

response will continue to be 40.

AT — R AL AR AT
40 DEFLERD,

T RGELE N T HET

When authentication completes successfully, fails or
is aborted, if the host has not read the authentication
completion status the gaming machine will issue
exception 8F, authentication complete.

PRREALEE N IER IS T 350, Fid=7—H5H W
IEREHE T L& RAMPERAEK T AT —4 A%
AL TV WIGE F—oiT=r 7 var
SFGHRIEAE AT Do

N ECE R
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This is a process exception for the exclusive purpose
of communicating the current authentication state to
the host.

ZHUTBRAEDFRIRIRAEZ R AN~ BT HZ LI H
HEREL T at A=t aTha,

It is not inserted in the exception queue, and is never
issued to a host not performing authentication.

OIS vaATBmE OIS varFa—a
AT, BEEE EITLRVRAMAFEITL it
SYALAR

It is only issued if an authentication completion status
is available, the status has not been reported and
acknowledged, and no priority exceptions are
pending.

O v T g, RAETE T AT —Z AN FEEL
TRY, YHEAT —HXATFEELR— SN TELT
ACK HIESI TR, BRI @ W=7 v ar i
PRI o TORWRERRIZ R I TSNS,

The exception must be reissued every 15 seconds
until the final authentication status is reported and
acknowledged.

:@I7t70€/5:/6imupﬂz@ ‘kaT_?XZ))I/T_
FEIVACK DIEESNDHET, 15 BB CTHEITTS
N

Authentication may only be performed on one
component at a time.

SELERIF IS O DD R — R M TF A2

FATTHIEL,

If the host requests authentication using action code
02 while an authentication is already in progress, the
authentication in progress will be aborted, and the
new authentication request will be processed.

O LA N BRI EITSNTNDHEE  RAMNRT
7vara—R 02 %J:Enib“(nwft)7i11\%ﬁ“ék
LERFR OFBREIX R E K T L, Fio/eilGE) 7 = Ak
DB ND,

The gaming machine must act as though the prior
authentication had never been requested, and not
issue exception 8F.

b"_‘A%Lifiﬁﬁfbf%?ﬁéﬂf—muuﬂzkﬁz) &)71:_ ‘%)
VI T ARSI EEL, =787 Y
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It is important to note that it may not always be

,- By
-7

TVAFDF —LnibHoHEX, /f%M‘%L%OD@WE

possible to authenticate some memory Or | EZ K FX PN —EOATYRE D IEE A IS
peripherals while the game is being played without | - Loswx7p A REMEE 357 LICHERE,

negatively impacting the gaming machine's operation.

Many peripherals will stop functioning during the | FRFEALEL DR <D JE D EE I TENMEA(E 13

time authentication is in progress.

2o

For a touch screen or bill validator to go "dead" for
several seconds during game play for no apparent
reason is probably not acceptable in most gaming
jurisdictions.

P =DBDT VAR TH T AT — R LN 5
— X DEWEE SRV, 5 IE"SHADIE, B
EAEDITECY RGO NWEEZ B ND,

Notwithstanding jurisdictional requirements to the

LOLZOEDBRATEE RO BEHICL) DB, &

contrary, authentication is not required to be | — AD T L AZEEHIICIBAD A BEMED 3D R IFAL
implemented in a way that would substantially detract ISR A BN,

from normal game play.

Gaming machine program memory that may | 7 —ADFERICEEL 52 5 _IA': Ti@%éff — L
influence game outcomes must be available for | (O /'S ARTEY T, fhlE . FRIAEARETHHILE,

authentication at any time.

Gaming machine manufacturers are encouraged to

7= DA T =13 _Iﬁ'éfcﬁ?b)éd@ﬂﬁ@7°ﬁ7§bf

provide access to authenticate other program memory | &1 33 kL OVE DB A2 RIETAT-D DT 7 A FB
and peripherals whenever reasonably possible. FET AT LAHEIET S,
HNEE B
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However, it must be understood that some memory
and/or peripherals may not support authentication,
and authenticating some memory and/or peripherals
may interfere with normal game play.

72720 ARV OV E TN EE O —E 12X
ﬁﬁﬁﬂ%ﬁ‘é%*fﬁf* Jé@‘\ mqu‘a‘Z)_k J:D@ﬁ@
T TV AT T DN HTEE BRI TERLZ
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Therefore, the minimum acceptable implementation
is to provide access to those peripherals and
non-critical memory areas that support authentication
only when the credit meter is zero and the gaming
machine is disabled.

L7=BoT, ZL Py b A= R Tr — 208 T
=T R ED X RREE Y AR — N5 A
4*%&7)7473»(@\%%) SR ~DT 7 Ak
RED E /N, S AT RE7R FE L7 D,

Jurisdictions or systems may specify other times
when authentication must be available.

ITBCY Ry E-I
TR ETED,

VAT AT, mquiJ) Efafﬂil@fgjﬁ

For components that do not support authentication,
such as display memory not readily accessible to the
main processor, the response to long poll Ox6E will
indicate no available methods.

ATy PICHBICT 7B A TERWT A A
L AAEY 2 ERRREE AR — LR R — R R D
k% <6E>/res i”wuuj}iji/ffci[/" ’i—é‘o

(It may still be advantageous to report that such a
component exists, to aid in system verification of
correct component sets.)

(VAT KZEDELO Iy R —R by hOFEREE
BT DD, ZOLH A IR— R MR FEET D
ZEELIR—NT DI EER0R 0N D, )

All components that support authentication will
report the methods that they support, even if
authentication is not permitted in the current game
state.

PREE YR —hT 5T X TOarR—r ML, 7—
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If a supported authentication method is requested and
the component is functioning properly, but the
component is not currently available for
authentication, the correct status response is error
code C5, component cannot be authenticated at this
time.

A R—=FR U PDOY R =R TWARREE T ENR) 7=
ARSI, Y% R — R M EICEET D08,
BAE, RIETERNVEE ELWVWAT —H AL AR
AlETT—a—K C5(ZDOWEETarvR—3r MR
FETE2VN)Th A,
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